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Are You Using a video-equipped 
doorbell device or CCTV system? 

The following advice will help you to understand what you need to do if you 
are considering installing, or have already installed, a CCTV system (or similar 
technology, such as video-equipped doorbell devices) on your home. A CCTV 
system includes the camera, storage, recording and all associated equipment.

Information Commissioner’s Office

The Information Commissioner’s Office (ICO) regulates and enforces the General 
Data Protection Regulation (GDPR) and the Data Protection Act 2018 (DPA).

If your CCTV system or doorbell captures images of people outside the boundary of 
your private domestic property – for example, from neighbours’ homes or gardens, 
shared spaces such as corridors, or from public areas – then the GDPR and the DPA 
will apply to you. You will need to ensure your use of CCTV complies with these laws. 
If you do not, you may be subject to appropriate regulatory action by the ICO which 
can include a fine, as well as, potential legal action by affected individuals.

The installation of a video-equipped doorbell (ring doorbell) 
or CCTV requires written permission from Choice and must 
be in accordance with the Association’s policy on alterations.



1. Reasons for considering a  
CCTV system

Think about:

• why do I need CCTV?

• could I use another means to 
protect my home, such as  
improved lighting?

• what do I want my CCTV system 
to view and record (this could be 
the front door, a parking space, the 
back yard, a shed, and so on?)

• does it need to record all the time?

• does it need to record audio? 

 
 

2. How your CCTV system  
affects others

It is important to consider the privacy  
of others. Ask yourself:

• where will I position the CCTV  
to minimise intrusion into  
my neighbours’ and other  
people’s privacy?

• will the range of the camera(s) 
include my neighbours’ property, 
gardens, pavements or other 
areas? If so, you could consider 
systems that can reduce  
intrusion, such as those which  
have privacy filters

• how will my neighbours feel  
about my CCTV?

The ICO has published guidance on the use of domestic CCTV and a CCTV 
checklist, which will help you to better understand and meet your obligations under 
data protection law. 

If you have any questions about the use of domestic CCTV, you can contact the  
ICO at ico.org.uk/global/contact-us/ or call 0303 123 1113. If you are unhappy about 
the use of a domestic CCTV system, you can use the ICO’s online tool to determine 
the best course of action in your situation.

You may be considering using a CCTV system as a necessary means to protect  
your property from acts of crime and anti-social behaviour. A domestic CCTV system 
needs to be operated in a responsible way that respects the privacy of others.

Below is a list of general considerations to help you reduce the risk of your  
CCTV system intruding on the privacy of others.
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3. Letting people know about  
your CCTV system

Ensure that you are transparent to those 
around you when installing your CCTV 
system. You can do this by:

• informing your neighbour(s)  
about your system

• putting up a notice informing people 
that recording is taking place.

4. Taking responsibility for your  
CCTV system

If you are thinking of installing a CCTV 
system on your property, and it records 
images beyond your private domestic 
property, you must be aware of your 
responsibilities:

• it is your responsibility to make  
sure that the CCTV system is 
installed correctly 

• you are also responsible for all  
the information that is recorded by  
your system

• you must make sure that the 
information is not used for any  
other purpose than protecting  
your property

• make sure you read the manual,  
and if necessary, ask your installer 
to show you how to operate it and  
how to export footage if required

• you will need to be aware of 
individuals’ data protection rights 
and make sure you take steps to 
allow the people you record to 
exercise these rights effectively (for 
example, you will need to respond 
appropriately to any subject access 
requests you receive from the 
people you record).
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5. Storing the recorded information

Ensure you bear the following in mind 
when storing the information you record 
on your CCTV system:

• you should make sure that the 
date and time on your system are 
accurate

• it is important to check that you  
have enough recording space

• you should not store any information 
or images for longer than is 
necessary to protect your property 
which means you should delete the 
information once it is no  
longer required

• you should make sure that the 
information recorded is used only 
for the purpose for which your 
system was installed (for example it 
will not be appropriate to share any 
recordings on social media sites)

• you must keep the recordings 
secure and keep access to them to 
a minimum (remember that you are 
responsible for what happens with 
the information)

• in certain circumstances, the 
information you record may be used 
as evidence by the police in an 
investigation (therefore, if you are 
not sure, it is important to check with 
your installer or local police authority 
that the information you record  
can be used for this purpose  
when required).

6. Maintenance

Once you have installed your CCTV 
system, you should regularly check that:

• you are complying with the GDPR 
and the DPA if your CCTV system 
captures images outside the 
boundaries of your home

• you regularly delete the recordings 
and do not keep them for longer 
than is necessary for the protection 
of your property

• your CCTV system is still needed

• it is important that you check your 
system regularly to make sure that it 
is working properly (this may include 
cleaning any debris affecting the 
CCTV device and wiping it down 
after bad weather)

• you should also check the position 
of your CCTV device from time to 
time to make sure it still captures the 
right images and privacy intrusion is 
minimised.

For more information search for  
CCTV on the following websites:

www.gov.uk
www.ico.org.uk
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If you require this leaflet in an 
alternative format or if you wish to 
find out more please contact:

Choice
Leslie Morrell House
37 - 41 May Street
Belfast BT1 4DN

T: 0300 111 2211  
enquires@choice-housing.org


